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Start here

Complete every step in this guide after you have deployed the NLSQL Al Employee from the
Azure Marketplace. You will need administrator access to both Microsoft Entra ID and the
Microsoft Teams admin center.
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In this guide

- Overview — what the integration does and how it works

- Before you begin — prerequisites and required roles

- Configuration — eight step-by-step instructions with screenshots
- Microsoft Graph permissions reference

- Securing the client secret

- Verify the integration

- Troubleshooting & FAQ

« Support

Overview

The NLSQL Al Employee can work directly with each team member’s Microsoft 365 data —
reading and updating OneDirive files, reading and sending Outlook mail, and managing calendar
events — acting on behalf of the signed-in user. This guide explains how to enable that access.

Authentication is handled through a Microsoft Entra ID (formerly Azure Active Directory)
application registration. You register the Al Employee as an app, grant it a set of delegated
Microsoft Graph permissions, and supply its credentials to the Al Employee. Each user then
signs in once and consents; from that point the Al Employee uses delegated access, so it can
only ever reach data the user is already allowed to see.

What you will configure: an app registration with a sign-in redirect URI, eight Microsoft Graph
delegated permissions with tenant-wide admin consent, a client secret, the two environment
variables the Al Employee reads, and availability of the app in Microsoft Teams.

Good to know

The NLSQL Al Employee runs inside your own Azure subscription, so no corporate data leaves
your tenant. All Microsoft Graph permissions used here are delegated rather than application-
level.

Before you begin

Make sure the following are in place. The full configuration takes about 15 minutes.

- Administrator role. You must sign in to Microsoft Entra ID as a Global Administrator (or an
Application Administrator together with a Privileged Role Administrator) so you can register
the app and grant admin consent.

- Deployed Al Employee. The NLSQL Al Employee is already deployed from the Azure
Marketplace, and you know its public web app URL (for example https://<your-ai-
employee-app>.azurewebsites.net).
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- Access to app settings. You can edit the Al Employee app’s environment variables in
Azure App Service (Settings » Environment variables / Configuration).

- Teams admin access. You can reach the Microsoft Teams admin center at
admin.teams.microsoft.com to publish and allow the app.

Configuration

Work through the steps in order. Each step shows the corresponding screen in the Azure portal
or Microsoft Teams admin center.

Step 1 — Open Microsoft Entra ID

Sign in to the Azure portal at portal.azure.com. On the home page, under Azure services,
select Microsoft Entra ID (you can also search for it in the top search bar).

Azure services

‘ g Microsoft Entra ID

Microsoft Entra
ID

Figure 1. Opening Microsoft Entra ID from the Azure portal home page.

Step 2 — Register a new application
In Microsoft Entra ID, go to App registrations » New registration, then complete the form:
- Name — enter a recognizable name such as AI-Employee-Coder.

- Supported account types — choose the option that matches your organization. A single-
tenant app (Single tenant only — Default Directory) is typical when only your own users will
sign in.

- Redirect URI — set the platform to Web and enter your Al Employee web app URL
followed by /callback, for example https://<your-ai-employee-
app>.azurewebsites.net/callback.

Select Register to create the application.
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Microsoft Azure

Home > Default Directory | App registrations

Register an application

Name

The user-facing display name for this application (this can be changed later).

Al-Employee-Coder

Supported account types

Choose the account types that can use this application or access this API

i Singlitenant only - Default Directory v }

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web v ‘ l Vhttpsil//r’\IsqIbot[v‘/dg\vlu\/qogqquazuirewgbsitesAr]et/galIbacﬁ : 1

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from

Figure 2. Registering the application. The Web redirect URI must end in /callback.

Important

The Redirect URI must match the Al Employee’s URL exactly — same scheme (https),
host and /callback path. A mismatch is the most common cause of sign-in errors
(AADSTS50011).

Step 3 — Add Microsoft Graph API permissions

In the new app, open API permissions » Add a permission » Microsoft Graph, then choose
Delegated permissions (the Al Employee acts as the signed-in user).
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& > CG % portal.azure. iew/Mi t_AAD_Regi pps/ icati /~/CallAnAPI/appld/3ae2035a-c68e-4ef6-927... % ¢ ® 0} |-“

— ) . " 5 s & cto@raisetalks.ai
= Microsoft Azure 0 Search resources, services, and docs (G+/) I‘.‘icopnlo‘ ® B O B el el

Home > RAISETALKS AIINC. | Overview > Al employee

- Alemployee | API permissions = -

Request API permissions X

<All APIs

o« () Refiesh | A7 Gotfeedback? & Microsoft Graph

https://graph.microsoft.com/ Docs 7'
B Overview What type of permissions does your application require?

& Quickstart
A\ Granting tenant-wide consent may revoke permis Delegated permissions
#" Integration assistant affected. Learn more

Your application needs to access the APl as the
signed-in user.
K Diagnose and solve problems Delegated permissions Your application needs
to access the API as the signed-in user.
v Manage @ The "Admin consent required” column shows the o )
organization, or in organizations where this app v Application permissions
= Branding & properties Your application runs as a background service or daemon without a
signed-in user.
2 Authentication (Preview) y o
d ( ) Configured permissions

Certificates & secrets Applications are authorized to call APIs when they ar

m N all the permissions the application needs. Learn mort
{1' Token configuration

- APl permissions + Add a permission \/ Grant admin consent f

@ Expose an API API / Permissions name Type
Ei App roles \ Microsoft Graph (1)

A& Owners User.Read Delegated

£, Roles and administrators
Manifest To view and manage consented permissions for indi

> Support + Troubleshooting

Add permissions

Figure 3. Selecting Delegated permissions under Microsoft Graph.

Add or remove favorites by pressing Cmd +Shi ft +F

Add the following eight permissions, then click Add permissions:
+ User.Read — sign in and read the user profile
- openid — sign users in (OpenID Connect)
- offline_access — Kkeep access so users need not re-consent each time
+ Files.ReadWrite — read and write the user’s OneDrive files
- Mail.Read — read the user’s mail
- Mail.ReadWrite — read and write the user’'s mail
¢ Mail.Send — send mail as the user
- Calendars.ReadWrite — read and manage the user’s calendar

Once added, all eight appear in the Configured permissions list, as shown below.
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€« > C 25 portal.azure. iew/Mi t_AAD_Regi: pps/ icati /~/CallAnAPI|/appld/3ae2035a-c68e-4ef6-927...

) N . 2 o3l cto@raisetalk
Microsoft Azure R Search resources, services, and docs (G+/) I O Copilot A xesre e e

Home > RAISETALKS AIINC. | Overview > Al employee

- Alemployee | API permissions = - X

¢« O Relresh | A Gotfeedback

Overview

i

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

&

Quickstart [RONNRSR

" Integration assistant

»

. X
X Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your
organization, or in organizations where this app will be used. Learn more
' Manage
B Branding & properties Configured permissions
D Authentication (Preview) Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
) all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets
11! Token configuration -+ Add a permission /' Grant admin consent for RAISETALKS Al INC.
- API permissions API / Permissions name Type Desc Grant admin consent for RAISETALKS Al INC. Admin consent requ... Status
& Expose an AP \ Microsoft Graph (8)
fii Approles Calendars ReadWrite Delegated  Have full access to user calendars No
48 Owners Files.ReadWrite Delegated  Have full access to user files No
i, Roles and administrators Mail Read Delegated  Read user mail No
Manifest Meail ReadWrite Delegated  Read and write access to user mail No
> Support + Troubleshaating Mail Send Delegated ~ Send mail as a user No
offline_access Delegated ~ Maintain access to data you have given it access to No
openid Delegated ~ Sign users in No
UserRead Delegated ~ Sign in and read user profile No

Add or remove favorites by pressing Cmd +Shi ft +F

Figure 4. All eight Microsoft Graph delegated permissions configured for the app.

Step 4 — Grant admin consent

Still on the API permissions page, click Grant admin consent for <your tenant>, then
confirm with Yes. This consents the permissions once, tenant-wide, so individual users are not
prompted to approve each permission themselves.

© 2026 NLSQL - Al Employee Page 6 of 12



?
I Microsoft Entra ID Integration Guide

& > CG % portal.azure. iew/Mi t_AAD_Regi pps/ icati /~/CallAnAPI/appld/3ae2035a-c68e-4ef6-927... % ¢ ® 0} |-—

I Search , services, and docs (G i 3 vl cto@raisetalk:
Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot A xesre e e

Home > RAISETALKS AIINC. | Overview > Al employee

- Alemployee | API permissions = - X

¢« O Relresh | AP Gotfeedback

B Oveni . . .
e Overview Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in RAISETALKS Al INC.? This will update

. ; ) x
. . . any existing admin consent records this application already has to match what is listed below. S, (s e Wil G iy A s e g
Integration assistant

Diagnose and sove problems [ v ]

Uy es parssions

»

< X

Manage
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

= Branding & properties all the permissions the application needs. Learn more about permissions and consent

3 Authentication (Preview)
~+ Add a permission /' Grant admin consent for RAISETALKS Al INC.
Certificates & secrets
API / Permissions name Type Description Admin consent requ... Status
{1' Token configuration

v Microsoft Graph (8)
-2~ API permissions

& Expose an APl Calendars ReadWrite Delegated  Have full access to user calendars No
5 App roles Files.ReadWrite Delegated  Have full access to user files No soe
28 Owners Mail.Read Delegated  Read user mail No ..
2. Roles and administrators Mail.ReadWrite Delegated  Read and write access to user mail No
B Manitest Mail Send Delegated ~ Send mail as a user No

i
> Support + Troubleshooting offline_access Delegated ~ Maintain access to data you have given it access to No
openid Delegated ~ Sign users in No
UserRead Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Add o remove favorites by pressing Cmd+Shi ft +F

Figure 5. Confirming tenant-wide admin consent for the requested permissions.

Verify
After consenting, the Status column should show a green check (“Granted for <tenant>")
for every permission. If any permission is added later, you must grant admin consent again.

Step 5 — Create a client secret

Open Certificates & secrets > Client secrets » New client secret. Give it a description (for
example user-auth) and choose an expiry. Click Add.
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= Microsoft Azure P Search resources, services, and docs (G+/)
Home > Al-Employee-Coder

% Al-Employee-Coder | Certificates & secrets =

Got feedback?

% Overview
& Quickstart
# Integration assistant .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
X Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
v Manage
& Branding & properties i) Application registration certificates, secrets and federated credentials can be found in the tabs below
Authentication (Preview)
¥ Certificates & secrets Certificates (0)  Client secrets (1)  Federated credentials (0)
il Token configuration : ; - -
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
API permissions
@ Expose an APl New client secret
¥ App roles Description Expires Secret ID
& Owners user-auth 09/06/2027 . 2cb64952-9970-489a-9ede-a9a90618876
& Roles and administrators
M Manifest

> Support + Troubleshooting

Figure 6. A new client secret created for the application.

Important

Copy the secret’s Value immediately — it is shown only once and cannot be retrieved later.
Copy the Value, not the Secret ID. Note the expiry date and set a reminder to rotate the
secret before it expires.

Step 6 — Add the credentials to the Al Employee

Open the Al Employee parent app in Azure App Service and go to its environment variables
(Settings » Environment variables / Configuration). Add or update these two values:

- GRAPH_API_ID — the application’s Application (client) ID, copied from the app’s Overview
page.
- GRAPH_API_SECRET — the secret Value you copied in Step 5.

Save the settings and restart the app so the new variables take effect.

GRAPH_API_ID 7dde21a6-4310-4a76-9213-5ecbc6372¢39

Show value

Figure 7. The Client ID and secret stored as GRAPH_API_ID and GRAPH_API_SECRET.

Step 7 — Publish and allow the app in Microsoft Teams
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Sign in to the Microsoft Teams admin center at admin.teams.microsoft.com and go to Teams
apps » Manage apps. Upload the NLSQL Al Employee app package (or open it if already
listed), then open the Users and groups tab. Under Installs, click Edit installs and choose
who can use it — Everyone, specific users or groups — then select Apply.

T3 Manage app - Microsoft Tear X +

25 admin.teams.microsoft.com/policies/manage-apps/10ac029f-d1d9-449a-a9fe-c916e0475695/users-and-groups 8 W & Incognito New Chrome available

Edit installs

47 RaiseTalks Al Employee
</ Al Employee: Your digital workforce comp...

@  Changes to app installs will be applied
everywhere the app is supported

By installing this app, you agree to its Terms of use, Privacy policy,

and consent to its permissions

Install to
@ Everyone v

@ Everyone
Everyone will have this app installed,
including people in my organization,
guests, and external users, for personal use
and in meetings and messaging extensions.

@ Specific users or groups
Specific users and groups will have this app
installed for personal use and in meetings

and messaging extensions.

© No one
Nobody will have this app installed.

Apply Cancel

Figure 8. Allowing Microsoft Teams users to install the app in the Teams admin center.

Step 8 — Confirm the app is available

Back on the app’s management page, confirm the install status reads Installed for everyone
(or for the audience you selected). Users can now add the NLSQL Al Employee in Teams and
sign in.
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@ 7 Manage app - Microsoft Tean X+

Cc 23 admin.teams.microsoft.com/policies/manage-apps/a700d2e6-bdab-4922-8df9-468c32f0a9a8/users-and-groups D @ & Incognito New Chrome available :

N

Microsoft Teams admin center v ?  (oc
—

@  Your organization was moved to unified app management You can now manage the apps and agents that work across Teams, Outlook, and M365 Copilot X
from either the Teams admin center or the Microsoft 365 admin center. App and agent availability will stay consistent no matter where you make changes.

Dashboard Learn about unifying app management
ying app 9
9 Add-on Licenses ~
Actions
A Teams v Al Employee coder+Browser
New version
NLSQL App 7 Upload fil
N pload file
£ Users v Supported on ()
@ Installed for
Teams devices v Everyone
Published version
TSRS ~ 112 Available to
Everyone (org-wide
default)
| Manage apps
Permission policies By using this app, you and your users agree to the Privacy policy and Terms of use.
Setup policies
About Users and groups Permissions Plans and pricing Security and compliance
Cusomiz srs prig yandcomp
Agent settings
Select to manage who this app is installed for or available to in your organization
Q,  Voice ~ Installs v
el s s o @ Installed for everyone
This app is installed for everyone, including people in my organization, guests, and external users, for personal use and in meetings and messaging extensions.
Q
Q  Notifications & alerts ~
Edit who this app is installed for. =

- Showall ¢ Editinstalls

Figure 9. The Al Employee app installed and available to users.

Microsoft Graph permissions reference

Every permission below is delegated, meaning the Al Employee acts only within the signed-in
user’'s own access.

M What it allows Why the Al Employee needs it

Authenticate the user and read

User.Read ign i th fil . . .
ser.Rea Sign in and read the user profile basic profile details

e Sign users in Eeqwred for OpenlD Connect sign-

offline_access Maintain access to granted data Refresh tokens so users need not
re-consent each session

Files.ReadWrite Full access to user files N a_md gpdate UCEC:
OneDrive files

Mail.Read Read user mail Read the user’s Outlook mail

Mail.ReadWrite Read and write user mail Draft, organize and update mail

Mail.Send Send mail as the user Send email on the user’s behalf

Calendars.ReadWrite Full access to user calendars Read and manage calendar events
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Securing the client secret

- Store it safely. Keep the secret only in the Al Employee’s environment variables or in
Azure Key Vault. Never place it in source control, email, chat, or this document.

- Copy it once. The value is displayed only at creation. If it is lost, create a new secret
rather than trying to recover the old one.

- Rotate before expiry. Note the expiry date and rotate ahead of it: create a new secret,
update GRAPH_API_SECRET, restart the app, then delete the old secret.

- Least privilege by design. All permissions are delegated, so the Al Employee can never
reach data the signed-in user cannot already access.

- Review before consenting. Admin consent applies tenant-wide. Review the permission
list with your security team before granting it.

Rotation reminder

Client secrets expire. Add a calendar reminder a few weeks before the expiry date you set
in Step 5 so the integration never breaks unexpectedly.

Verify the integration

Confirm each item below once configuration is complete:

- The app registration exists and its Redirect URI ends in /callback, matching the Al
Employee URL exacily.

- All eight Microsoft Graph delegated permissions show a green “Granted” status.
- A valid, unexpired client secret exists under Certificates & secrets.

- GRAPH_API_ID and GRAPH_API_SECRET are set on the Al Employee app, and the app
has been restarted.

- The app shows “Installed” for the intended audience in the Teams admin center.

- End-to-end test: a user signs in, completes the one-time Microsoft consent prompt, then
asks the Al Employee to list recent OneDirive files or draft an email — and it succeeds.

Troubleshooting & FAQ

The Redirect URI in the app registration must match the
app URL plus /callback exactly — same scheme, host and
path, with no trailing-slash difference.

Sign-in fails with AADSTS50011
(redirect URI mismatch)
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Confirm that offline_access is granted and that admin
consent was given, and that the client secret has not
expired.

Users are repeatedly asked to
sign in or consent

An administrator must click Grant admin consent. The account

Need admin approval” / consent used needs Global Administrator or Privileged Role Administrator

is blocked

rights.
A permission shows “Not Return to API permissions and click Grant admin consent
granted” (no green check) for <tenant>, then confirm Yes.

Confirm the specific permission (e.g. Mail.Send) is present

Mail I i i . .
ail, Calendar o Files actions and consented. Re-grant admin consent after adding any

fail with 403 .

new permission.
The integration worked, then The client secret most likely expired. Create a new secret
stopped and update GRAPH_API_SECRET, then restart the app.

In the Teams admin center, check that the app is allowed in your
permission/setup policies and that Installs targets the right
audience. Allow a little time for changes to propagate.

The app is not visible to users in
Teams

Support

For help with deployment or this integration, contact the NLSQL team at nisal.com/contacts.
Product details and documentation are available at nlsgl.com.
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